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Bi^^b-r A:^ r- ^ ici^^T- ^ mmt?>ii^7' 
-mm^m (10 1) mwvwxxm-i^n^mm 

mmt^m (102) ^mxtc^mmm d 00) 

it^m (20 1) . A^x-^lC^TtJ)D*nTLN/-d^f^T 

-^f*fiiajfs#^T-?«iai#s (2 0 2) , at?«i 

(2 0 3) ^mxtc^mms. (200) <h, 
!E)^6ffim* d i^it^i: -rsBi^^baffli/x^^Ao 
m^m 2 1 luiBPg^fb^K (10 2) n/c 

m^mx. mmm^it^m (201) ti§ii*n/cx- 
m^s^i mmmT-'S'm^m d 0 1 ) i*a 

^fbSPtU ijf3f^^x-^^tti#S (2 0 2) timifB 

^fbaft->X7^Zxo 

[ii5R3S4l BulB^^wT^— 5'i>Hin#IS (1 0 1 ) I* A 

»Da5<!:u Bui3<^«x-?«iaj#is (2 0 2) ^ii^iB^I 
^fb#iaicj:^T^#jb*n/ca--j^7- K««^-r 

1 mmm^im^'yT.y'iAo 

1Sli[Oiii#@«JtofcBg^iba«'>XxA(7)g^giglc: 

Bg#l|{i:J:-pT^^-r^^^fb?® (20 1) 

^T'-^mmt^ii^T-miii^m (2 0 2) <!:. 

fcl^g^a*i«iELl^6^^•5A^«^PJ3£U Bg^a««EL<ft 
l^<!:*tcttMi3^^fb#IS©ligit@:&^S*#Sli|^® 

mm^^ (2 0 3) 



[11^316] wmm^it^m (201) e^^i^^ 
^LTfeiMsnT^ruBf^fbx-^j^A:': Lzm^in 
fcBg^Hlc J: y ^^fb-r§x-^^^fbgp<!:. 3Mff 

So 

im^mi] mm^mt^m (201) «v imm 

use i:«1tSi<kf S»^^6f3IB<D§^IIBo 

8 ] mmiWT'-m&^m (202)1*. 

MIB^^fb? ® ic J; -o T^^ib* n/c^ y ^tli?^^^;^ 
Mil 9] BulBBi^lifJ^^S (2 0 3) ti. BUIB 

[W^H 1 0 ] Ml BBg^a^iaj^gPlis Buf Bit^x - ^ 

[Sa?Jl 1 1 ] Mf3^^t«x-^^^^i#K (202). 
WHufB^^fb^lStc J: oT^-^lb* 9- K 
FltttigPTSSJ: <!:^1f^<!:■r 
1 2 ] BulBflf^^fJ^* IS (203) ti. BU 
©^i^iiJ^tcjS UT^^lcffifflf SBi^@€^S* 

immm 1 3 ] gffi* nfcfli^^bT-^ ^ss-r^g 

«/ \y 7 y^Kt. MIB^^f b^Stc J: o T^^<b*n 

^ISt^* S IC«^TI^S C t^&lf fSt 5 IB 

[000 1] 
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[0 0 0 2] tM5l5> iiffil2lSi±«fi2lt-57=^— S^fl^filS 
* nTt^07^— Sf©ici»-rsrtS««i>6>6Sl^ J: 3 ic 

•rsit^ai&^jb^issnTi^So Bg^fb^icitttx de 

S (Data Encryption Standard) ^ FEAL (Fast dat 
a Encipherment Algorithm) tsi^om^^Xf'jkmcOVS^ 

[0003] 

x/Atj:x-^^Bg^^bLTiMS/c46©)MflgS1 i^O 

[0 0 0 4] jMffl^sii*. Kti9—9^^^mk s\z 
.fcUBi^^b-r^x-SfBi^^bgpi 1 Jis**i/cs^ 

N (ks) i)^6il§^likslc^Jftf*Hi^Sx-7/H 

2t. A*x-^«l^i^^b■rs/^:4&^cilg^ta7^-:^/n 

2 (D ^a>mi^ k s ««ffl-r N ( k s ) T-iS 
JR1-5Bi^^S^IS^SP1 3i:> Bg^HS^^^SPI 3 
L/cBg^^S^ N ( k s ) ^§flgS 2 ^^^tc 

isbo^^mw^^Wi ^t. Pi^fb^n/cf^—jitBg 
^^s-^N (ks) t^^m^tt^^mim^stti^ib 

[0 0 0 5] §«gS2«. ■e3IK3^^LTe 
j^* nT*fclliJ^bx-^«A* LTBgJ^fbT-Sf t Hi 
#@»^tlt^^l!fr§5J!!llg|52 1 i:> »ilt*n/cBg^@ 

s^^§f§-r«pg^^s^§ffla52 2 jMfi^B 1 <D 
8i#iix-:?vn 2tiiiL;i^§^wt-§Bg^^x-y;i/ 
2 3t. ^m^td^^\tT—9^■^m^mm^H (k 

s) ' -^Jg^^nZ-ciig^^kstcJcUS^^b-rSx— 
^^fbg|52 4tA^6«l^*nS, 

[0006] smuii 1 m^mmm. 2 \tmLo^^m 
^^t^n-o^^n^--:^)\'^2. 2 3^m. 

gS2 (tStf LT{ie3i-r«x— SfCDBi^blclIffl LfcBg 



[0 0 0 7] ii 1 7 \rmi0^^immi/7.=rh<Ji^m 
)^gsi6^ejMtti*nfdEjiii^3±©7^-'?tt^ 
s^siEhSPi 4<fcy!ti^*nT^®bai5i sT^M^b* 

nfcilg#a#^N (ks) 7U-L.IilSf§^Fi:7- 
fli^*nSo Bi^HS^N (ks) tiii^. ^0^EP$ 

[0008] 

[SgW6W»L«J:5i:t-§M L*^U ^icWBg^S 
^jfo|j^«coBi^fbjiffl->7,x/x7-tts iilflgS*^^^ 

[0 0 0 9] $fc^ 5«:&iR]S©®#->xx/^Tsn«\ 

[0 0 10] :^mn\,tzoi:ors.^.\z.m3^Tts.i£^rc'^ 
^tcijjEt-«Bi^fb®€<>xx/^5*i«tt-s d s w 

[00 111 Sfc. Ili^as^gft«2l6)5: 
ffiiJilD UBg^SIS^lclTE-r SBi^^b5iffi->Xxi.«Si 

[0 0 12] *6tc*^wtt, Mfg^n/cT-S'tt-r'^ 
y ft < c i*«z^*«iig#fb)i«'>;^xL.* 

[0 0 13] 

j^fflgsiooii. vimtt^i^}<ti7'-^izmT- 
^^mt^ii^9-'$iim^m 0 1 1. mvwxx 

lii^^b«?f5lii^b*Sl 0 2i:T'«^*n^o 



^tgl¥7-32 702 9 



-'S'^m^t^m^t^mi 0 1 1. xttT'-'Snti^m 

ic«fflf sm^H^^Mf SJ:3^I^^^b#K2 0 1 1CS* 

LTmm?>fii^mim^m2 o 3 d:-z?«i^*n«o 

[00 14] 

im] ±a5©#g;icj:n«\ kSMssi oo^<:fcl^ 

6^ cnST^-^^Bg^fb^Kl 0 2lCTilg^<b-rSo 
P|^^b#Ki 0 2tt. «l!f0iig^li:&jtox-:f;U*ji 

tTjygTiScfcaic-rSo §^lgB2oo^<:*5l^T^i. « 
^ib^S2 0 1 tcTSffT— S^^m^b^ns ?6tc# 
^x-i?1^li±S#g2 0 2Ttim^ib*tlfcx-'Jf;b^6f^ 

^T^-^j^j^ttii-^o i)g^®fM#iS2 0 3ii. $-r; 
vmmm(m^m^tcrse>i£. ii^fb#®2 o i 

ffl LTl^«Bi^lil4i5oTl^Si:*iJSLTS^<b#^2 
[0015] 

t^o m 1 it:^mm(omm^mmmT3d?>o 
05P§^<bjiM->Xxixlcj:tiW\ oott. Hi 

^b-T'^* A^r-^f iciTflix-^f ^^tflinf Sltf^T- 

^»#Jip#isi 0 1 'W^x-$f<^iin?ifti 0 1 J:yai 
:^#n«A:^x— 5^SW^x-'S^^cWLTl^i#^b^^T 
dPi^<b#Ki 0 2i:7lM*n. gfiilS2 o ot*. 

BMm^it- LTSii* nfcPg^fbx-i5f ^^^-r 
fb?fS2 0 1 1. Ati7'-'$ncimtnTi^rci^^7^- 

m^t^^^mmt^mi o i imLTrnm^v^^m 

ipM#IS2 0 3 tT'ffifiKtftlTt^So 

[0 0 16] *-r\ jMfsiiiii oo^tJJL^T^*^ ng^^b 

x-^sm^fb^si 0 2i!:Tiii^fb-rso m^ib^s 
1 0 2tt. ^®Bi^®:&j^ox-:f;u««i?LT*5y. 

cfc^tc-r^o §ffl^M2oo^cfcl^T^i. 'm\c^^2 
0 1 tcT§ifx-^f6Wfb*n. * etcfxt^x-^ei 

|±1?S2 0 2T-ti^^ib*n/j:T— s^^^e^t^x-^^ 
^jiif^o Bg^sfj^^S2 0 3ii. *-r\ ^ai*tL/c 

0ffl«S^rcft6l*s S^fb#®2 0 1 -^fflLTl^S 
l^i^®^*m■^Tl^«^:ipJSLT^^^b#l82 0 1 1CS* L 



[0 0 17] @2tt*^W0flg^fbjim->XxA©^1 

iiS6«y«/T^f ii^iaT'SSo z.<m\ziQ\.^x. i^^m> 
^^^m/7s7-u,t. inftiiai oot. s«git2 

0 0 ,!:^ cn6<7)Pa<©3iftlHl^<!:-r^eKiK3 0 0 tT' 
[0 0 18] j^ffgSI OOti. A:^x-^^§ttT^ 

msfl^^\m^ i o«#LTl^-So c^isyeiaiis^^b 
151 1 ot*. m^^n^.Ltz.^mmm^=r-^m^WL 

1 0 1 icfflSf My^tli^^<!:LTW, fci 

/\°Ux-fi^a^-§-> BCH (Bose-Chaudhuri-Hoc 
quenghem) ^ThBi-^^tiEcom^mmJEmt'' 

ffiffl^n^o jMffiSBi ootids A:tlx— ?%Bt 
n/cS^ N ( k s ) 6^6B§^li k s \zmm^^^ 

ax-:f;n 1 2t. A^T'-^sm^fb-rsfeftlcng 
1 20if0iii#iik s^iffflfSA^^s 

(ks) TSJi^f^Bg^HS^g^gPI 1 St. 

^^s^is^BP 1 1 3 xmR Ltcmmm^ n ( k s ) 
^§fflgS2 0 o'\ii»]-r^rca60Bg#®»^)Maja5i 

lAi^ Bg^<b*n/cx— ?<i:Bt^^#^N (ks) t 

^f'Siki-^f'a^bgpi 1 5t^eu 

@ 1 tCg^L/cHgilOBg^^b^lg 1 0 2 tC*@a-r«o 
[0 0 19] g€S52 0 Ott, eaiKS 0 Q-^ftLX 
e2l*nT*/i:llg^<bx— 5f^A^ LTSg^fbx— 51 i 

Bi^ns^ttc^^ifr 5^^1195 2 1 ot. 5^ii*n/cBi 
^@s^=&§ffi-r§Bg^^s^gflgi52 1 1 wm 
SI ooa)Bg^®x-:?vn 1 2<tiiUF«3S^wr5Bg 
^iix-:?vu2 1 2ts »iis#nfcBg^fbx-'?^Jii 

Sn/cBg^lik stcdcy^^fbf 5x-'9^^^bgi52 1 
3i«^LTt^So C*l6©«fiKl4@1lC/T>Lfc]ga@ 

<om\t^m 0 1 tcfflirso s«gii2 0 ott* 6 
ics X— $^^I^^bal52 1 3icT?i^*n/cT-^f(7)**^ 

^tii-r^My^aia52 1 c(Di^y^aia52 1 4ic 

¥iJ^gP2 1 5<k«WLTl^S„ iiyfiiajgI52 1 4tt. HI 

1 <0n^9-^m^^^2 0 2 tcffla Bg^afJ^gP 

2 1 5t4Pi^®fJS#®2 0 3 tCffll-r^o 

[0 0 2 0] c:0<i:-5tc. iiflgsi oost>'§fflgS 
2 0 0icti. Bi^ii^i^46^ii(<MitLs =&lit^®lc3>f 

^®x-7/H 1 2St?2 1 2lCAnTl^Sc Bl^a© 

6 1 ooi^g^ta k s %^isa 1 0 0 oBg^as^ta^ 
api 1 3\.zx^^mm^^ (ks) x^»?-rSo 
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ti/cBg^^s^N (ks) ^tmm7'-fll^ i 21ct 

[002 1] §ffi^B2 0 OTtts ^iSliJ2 1 OlCTv 
3 0 0lCXm-oT\,^^^mm'^&^tc6t>s N (ks) ' 

T'/7^LTaBSo ^^mmm2^ 5^c^il^Tt*^•r, s 

«**l/i:Bg^aS^N (ks) ' ^iiELl^ll|#liS^N 
(ks) 7•S«<!:LT^ ^(7)Pi^@S^N (ks) icj: 

t;pi^iix-:?vu2 1 2*^#Bi*nTmi-SBg^^k 
sMN#n^ T-'Simmt^2 ^ 3TMz.(Dm^mk 
sizj:^mwi^n^. mmtii^i i 471*. m^j 
mm^^mLTT-'Sim^it^i 1 sitT^^^b* 

-r^o ^u;E)«^!ii;rnn(^. giu«ittiBi:2 1 ^itmvm 

ajIfffiE RR:&ai:^3f So Bg^afJSa52 1 5T*ti. ^ 
y«aiSP2 1 46^6(7)my^aj1ff6ERR^gt:l-T. ^■ 
Olf$g6ME5ii^3 OOTfS5IWlt4L:fct,(D^0*\ St 
Tl^S C <!: ic J; y 4 i:fc=fc0%O6^^f M 

f«Bi^ii*«fflLT^#<b^M*So CODBi^S*^ 

©^Mt*^ m*mm2 1 4T0!)^y ssA^^ft 

[ 0 0 2 2 ] H 3 ttBg^^W^gPW-^J^/T^-r^gRgilT- 
feSo C(7)llHCfcl^Ts Bi^li^J^a52 1 5ti. i^y^ 
aiHI52 1 46^60^y^lli1fffiERR^gttS^y$lf 

ga52 1 5 1 <!:. mvmmmmi ^52t. i 

5 3 <h. Bi^^#^§ei52 1 1 T'§ffiLfcBi^8l#^ 

N (ks) ' ^^iftcmc^n^unLT9§%mm^N 

(k s) iLTPg^«x-:?';l/2 1 2iz4?L^mm^ 
§SI52 1 5 4iT'«ifi87!r*lSo 

[0 0 2 3] my$ttsa52 1 5 1 fi^y:^aja52 1 4 
6^b(^py^tiiiffBE R R=£§itTmy$^n-»f So 

WSgi52 1 5 3 li. My^W-ggP2 1 5 1 7-H-S**l/c 

^y$<i:^y$sssiJ2 1 5 2T'^s**ifc^y$t« 

LTcmm u m y $6^^^* n/cmy $ <fc y m 
i^t9-'Si'mim2 1 3■e^^fflLTt^sl^i^^3b^p^s 

332 1 IT-SftLfcPg^^S^N (ks) ' icS^tfStS 

\s§mmmio9B^m^itm y spiSo /c <>: xit. 

VS^mm^N (ks) ' ®A^«SttTBg^aS#N 

(ks) =^^\iitlL■zl^rctt^ts m^as^N 

(ks) =2^ii!*-rSo CODiSOygjlttx ?46fflic# 



?7t>tu My$fi«iiy$issgi52 1 5 2T^m^Ltcim 
Tic«:s$-a«ys*nSo 

[0 0 2 4] 04l*m 1 1IJii«IJ©Bi^ibiiffii'X7^Zx0 

e3ii^±©x— Sf-f^-i^^s^-rEiT-sSo connect 

fi3li»3 0 0lc2iai*nSx— 5!W> jM«gE1 

ooicA:ti5-nfcx-^Dtcmy^ai?5^^ba5i i otc 
T^i y id'>y h c H Km-imnzmmm^itt 
n> c:0??^<b*n/cx— j'^'^Bt^fb^nTi^So cio 
m^ib* tifcx— ? icity ly-hmmm^ f am^jjp* n 
Tl^Sc #6tC. 3i«git1 oo©Bg#as^sa;£si5i 
1 3lc«J:yiig^liS^/}«^S*n/cii^lc«. HS^^J: 

^s^N (ks) A^jfA^nTiienSo 

[ 0 0 2 5 ] El 5 «*5|0^(OBi^ib®fl->XxL.0m 2 

[0 0 2 61 fS:t>^^ jig^SSI OOtt. \:hT-^ 
--• ?7-FWllPBP1 2 0^#LTl^S„ a--- J7 7- 
l^:^iSy^#:&l^J:■5%SS;*«)enf^:e7 hlii*^6^S 

[0 0 2 7] mmms. ^oo^t. 3.--^^- mms> 
1 2 0 offii*m 1 %mm<r>m^tM ut-s y . x-^j^ ui 
^fbgpi 1 1 Bg^ll7^-:^VH 1 2t. Bg^Uft^ 
s^gpi 1 3<t. Bi^iis^jiaiaJi i 4<t. ^a^bgu 

1 1 Sir^^LTl^-So 

[0 0 2 8] §«gB2 0 OTIi. 5^SlgP2 1 0 

t.. ^^m%^^%2 1 1 iM€IISl 0 0(7)Bg^ 

ax-:/;n 1 2ti^ui*ig(Dii§^lix-7;U2 1 2 
9-r'&iWm2 1 3 t*^mi iiM^ycDiifieiiiiL; 

7-«y. CtllC. IL-->77-K^aiH152 2 4&t>~Pg^ 
®fJS352 2 56^1i^6tlTl^So 

[0 0 2 9] z.<imm\i:\t. Kh9-^'kmzm^m 

aia)fc46fl!)^fJ^b€ff5©Ti*fi:<s 26^fiiJTA:^x- 
^\zmz:L--^r}- K*<tJ)nL/ct,0D*m^<bLT5ll 
y. §fltJT-l*m^4bLfcx-'5'6^6^(D3.=-'?7- 

SiaittgilgS 2 0 0 03. - — J7 7- K^aiSP 2 2 4 tt 
7-Kfijai1f«DED*tti:^I-rSo 5'7-F«<iE 

L<«^ai^nftl^Jg^^c^*^ a-— i7 7-K«iajfiiffiD 
EDttiL--5'7-h'T«ai*g-risffi<»:«:So m^a 

J|aJSg|J2 2 5 T'tt. ^<Da--<j7 7- KSiajIfSD E D 
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K0^«iaj$««ig^T< St. *©ISHtteSII»3 0 0 

[0 0 3 0] 06ttm2j|fi(i<5lJOBg^^bji{t'>7.xi:.<D 
n«\ eiMKSOOtCjMEtJJtlSx— Sf«. a--- 579 

- Fim^ 1 2 0 [czmmms i o o tcx^'D^n/cT- 

^ D£D5feBltcm«ifilt3.--'5'9- KU W6M^fJ)P^tU C 

n/cx-Sf ltl*9 U-AP1IB«# F fi^f^UP* tlTt^So 
*6tt. jMffigSI OO0B§^liS^g^gpi 1 3tcj; 

yBi^^s^*^^s?n/cJi^tcw. 13/7^0 J; ate. Bi 

^S^N (ks) 6'<}fA*nTiM6nSo 

[003 1] m7it:^mm(om^immiyx7'h(om3 
ncMtLT. vmmm^mm^^ 1 3icTSS?*nfcBi^ 

[0 0 3 2] -rSfc-fe. jiflSBI OOtt. ?<h9-^ 

mt^mvmmmm-\ i oi. A:»Dx-^^Bi^^ 

kstCcfcyBi^^b-rSx-iSJBg^^bgpi 1 It. JiS* 

tifcs^N (ks) f^'b^^mksizm.mt^^^mT- 

x-:f/H 1 20^©lii^aks«ffiffl-rSA^«S^N 

(k s) x^tm^m%^wm!S^^ 1 3ta)3ff^e> 

mm-^n^o 2:C7-«. x-'J'Bg^ibgPI 1 1 Bf^ 
m5'-zri\yl 1 2i:, Bt^aS^S^SPI 1 3i6^6^ 

[0 0 3 3] §mgS2 0 0li. 2I#^S1 0 0(DBi# 

ax-:^/n 1 2,!:i5ii:rt§:&wr5ii§^Six-:^/U2 

1 2 1. fSMKS 0 O^/t-LTfSHirnT^/cBi^bf^ 

— Sf^Bi^Hk stc<j:y^#jb-rsx— 5'^^fbgi52 1 

3<t^^U cnetiElKcS^L/cIgSEKD^^fb^S 

2 0 1 [mm=s>o §#gS2 0 oli* 

^^bg|52 1 3tCT^^*nfcx-^©*6^6^y^ai^ 

^^^2ZM*-B-SBg^Sfjma52 3 5 t^WLTl^^o 
m'J^iii^2 1 4ti. El 1 ©^xf^x-^J^tiJ#ia2 0 2 

icffls L> Bg^^iij^aJ2 3 5 im^mvi^^m o 3 

[0 0 3 4] zLommmiz^m. ^m^uiooicz 
T^-SKD^y^^aju fiiajLfcKy«taifaERR6^ 

««ia£*nfc<iJj(T©t*icttffi^<bi«:ffifflLTi^siii 



^m^. iMflgSi 0 0T-^^fflLTl^SPg^®<5:t-S^: 

^M^tTdo cwm^iis^ro^Mtts m^mmm i 

4 T'tDpy < ^§*i^1^46iS^ Lfc^ U $iXTt<:SS 
©Pi^aS^tcfflafSligJ^a*\ Sl^gm OOCDr 

-^m^^bgpi 1 ^■^mmLm^st^3o^mmt 

So 

[0 0 3 5] 08li^3||fifi«IJ©ilg^b3i€->Xx/*0 

e2li^3 0 0lci2^tll*nSx-'?«v 2HtgS1 

ootcA:^*n/cx-^Dtc^y^tH?5^fbg|5i i otc 
T5^i-y57fc;'y hC H K*iM\tJiP*nTMy^ai?^^<b* 

^x. ^e^c^:cD^f^^b#nfcx-'J^!^)W^b^nTl^ 

So il(7)Bi^jb*n/cx— ?lCli7 U-AiISBft^F6^ 

1 3tcJ:yiig^SS4^*i«^S#ti/-ciLT'b. ^M#n 
[0 0 3 6] @9t**?|B^0Bi^^bafi->XxIx(^)^4 

*jsi5ij^5^-r«fi)607-»So c (ommmitm 3 nas^^y <t 

- K^IIffl LTl^S|S6^fflS1-So 

[0 0 3 7] tt£t>-&. jMflgSI OOt*. A^T— 
^gltTc:<DA*T^-'5fli:iL--'57 7- K^^^JbPfS:! 

- _^ 9- KWJPSP 1 2 0 LT*j y . cnjjt^iiH 

3||S615y©«fStPIUT'»oT. X— SfBl^fbSPI 1 1 
.ts Bg^Hx-^VH 1 2ts Bg^^S^iSSSPI 1 3 
i^WLTl^So 

[0 0 3 8] §#gS2 0 0T1ix ji€gS1 0 

O0iig^lix-:?^;n i it^mm^mt^^^MT' 

-^11^2 1 2i. X— S'«^fbSI52 1 3<!:6'«m3||)i15iJ 

<D«imti^i;T'sy> cnic. a--';7 9-K«ajaJ2 

2 4Siyilg^iiiPMai52 4 5 A^M^etlTl^So 
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(54) CIPHEFUNG COMMUNICATION SYSTEM 

(57)Abstract: 

PURPOSE: To correct a ciphering key number at a receiver side even when the 
ciphering key number Is not correctly reported to the receiver side with respect to 
the ciphering communication system having plural ciphering keys used to cipher 
data and using one of them switchingly at any time. 

CONSTITUTION: A transmitter 1 00 is provided with additional data addition means 
101 adding any additional data to data to be cipheredand a receiver 200 is 
provided with an additional data detection means 202 detecting the additional data 
fi-om the data after decoding and a ciphering key discrimination means 203 revising 
sequentially the ciphering key of the receiver 200 when the additional data cannot 
normally be detected. Thuseven when the number of a ciphering key Is not 
normally reported on the revision of a ciphering keyit is recovered by the receiver 
side only. 



CLAIMS 



[Olalm(s)] 

[Claim 1]An encryption communication system with two or more encryption keys 
used if needed of being characterized by comprising the following changing at any 
time. 

A sending set (100) provided with an encoding means (102) which enciphers to 
said input data and incidental data which have an incidental data addition means 
(101) which adds incidental data to input data which should be encipheredand two 
or more encryption keys used changingand are outputted from said incidental data 
addition means. 

A decoding means (201) which decodes encryption data received via a 



transmission lineAn incidental data detection means (202) to detect incidental data 
added to input dataAnd a receiving set (200) provided with an encryption key 
Judging means (203) it is directed that changes an encryption key used for 
decryption to said decoding means when it Judges whether an encryption key used 
for decryption according to an error rate of detected incidental data is the right 
and Judges with said encryption key not being right. 

[Claim 2]Said encoding means (102) equips a means to encipher said input data 
and incidental data from said incidental data addition means according to a set-up 
encryption keyand enciphered data with a means to multiplex a number of an 
encryption key used for encryptionSaid decoding means (201) acquires a number 
of an encryption key which separates a number of an encryption key from received 
dataand is used for decodingThe encryption communication system according to 
claim 1 provided with a means to answer a decision result that an encryption key 
is not right from said encryption key Judging meansand to change a number of said 
encryption key. 

[Claim 3]Said incidental data addition means (101) is made into an error detecting 
code-ized part which codes input data with an error detecting codeThe encryption 
communication system according to claim 1 making said incidental data detection 
means (202) into an error detection part which inspects an error detecting code 
decrypted by said decoding means. 

[Claim 4]Said incidental data addition means (101) is made into a unique word 
adjunct which adds unique word to input dataThe encryption communication 
system according to claim 1 making said incidental data detection means (202) 
into a unique-word-detection part which inspects unique word decrypted by said 
decoding means. 

[Claim 5]A receiving set of an encryption communication system with two or more 
encryption keys used if needed of being characterized by comprising the following 
changing at any time. 

A decoding means (201) which decodes encryption data received via a 

transmission line with an encryption key set up beforehand. 

An incidental data detection means (202) to detect incidental data added to input 

data from decrypted dataAn encryption key Judging means (203) which Judges 

whether an encryption key used for decryption according to an error rate of 

detected incidental data is the rightand makes an encryption key of said decoding 

means change when an encryption key is not right. 

[Claim 6]The receiving set comprising according to claim 5: 

A data decryption-ized part decrypted with an encryption key which said decoding 
means (201) inputted encryption data transmitted via a transmission lineand was 
specified. 

A cryptograph key table which has the same contents as a cryptograph key table 
of a sending set. 

[Claim 7]The receiving set according to claim 6wherein said decoding means (201) 



is further provided with a separation part which inputs encryption data transmitted 
via a transmission lineand separates an encryption key number from encryption 
dataand an encryption key number receive section which receives a separated 
encryption key number. 

[Claim 8]The receiving set according to claim Swherein said incidental data 
detection means (202) is an error detection part which inspects an error detecting 
code decrypted by said decoding means. 

[Claim 9]The receiving set according to claim Swherein said encryption key judging 
means (203) is an encryption key judgment part which makes an encryption key 
used for decoding according to an error rate detected in said error detection part 
change. 

[Claim 1 0]An error rate calculating means which computes an error rate based on 
information which said encryption key judgment part detected by said incidental 
data detection meansThe receiving set according to claim 9 comprising a judging 
means judge that is [ an encryption key used for decryption ] unusual when a 
computed error rate exceeds a predetermined valueand a key number switching 
means which changes an encryption key number prepared when it judged that an 
encryption key is unusual one by one. [ two or more ] 

[Claim 1 1]The receiving set according to claim 5 being a unique-word-detection 
part which inspects unique word decrypted by said incidental data detection 
means (202) and ****** decoding means. 

[Claim 12]The receiving set according to claim Swherein said encryption key 
judging means (203) is an encryption key judgment part which makes an encryption 
key used for decoding according to a non-detection ratio of unique word detected 
in said unique-word-detection part change. 

[Claim 1 3]A receive buffer means to store received encryption dataand an output 
buffer means which stores data decrypted by said decoding meansDirections 
which delete data decrypted [ the ] when data decoded while directing 
transmission of received data to said decoding means for said receive buffer 
means is normal are issuedThe receiving set according to claim 5 having further a 
buffer control means which issues directions which output the data as valid data 
when data decoded by said output buffer means is normal. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]Especially this invention has two or more encryption keys 
used in order to encipher data about an encryption communication systemand 
relates to the encryption communication system in a data communication system 
which changes and uses these encryption keys if needed. 
[0002]Even if the data which transmits a communication line top is monitored 
conventionallyin order to keep the contents which the data means from being 



understoodthe method of enciphering the required data of security protection and 
transmitting is taken. In a cipher systemDES (Data Encryption Standard)There is 
the method of using secretssuch as FEAL (Fast data Encipherment ALgorithm)and 
an open encryption keyand normal data communications are performed using the 
same encryption key by the transmitting side and a receiver. 
[0003] 

[Description of the Prior Art] Drawing 16 is a figure showing the composition of the 
conventional encryption communication system. In a figurethe conventional 
encryption communication system comprises the receiving set 2 for decoding in 
response to the sending set 1 and its encryption data for enciphering and sending 
data. Although the transmission line 3 between the sending set 1 and the receiving 
set 2 does not carry out regulation in particularit is what takes the gestalt of a 
cable like a telephone wirefor exampleor takes the gestalt of radio like 
communication using a satellite. The sending set 1 and the receiving set 2 of the 
graphic display are shown only about the portion concerning encryption. 
[0004]The data encryption part 1 1 as which the sending set 1 enciphers input data 
with the encryption key ksThe cryptograph key table 1 2 changed into the 
encryption key ks from specified number N (ks)The encryption key number set 
part 1 3 which chooses whether the encryption key ks of cryptograph key table 1 2 
throat is used in order to encipher input data by the number N (ks)It comprises 
the encryption key number sending part 14 for sending the encryption key number 
N (ks) selected by the encryption key number set part 13 to the receiving set 
2and the enciphered data and the multiplexing part 1 5 which multiplexes the 
encryption key number N (ks). 

[0005]The separation part 21 which the receiving set 2on the other handinputs the 
encryption data transmitted via the transmission line Sand is divided into 
encryption data and an encryption key numberit comprises the encryption key 
number receive section 22 which receives the separated encryption key 
numberthe cryptograph key table 1 2 of the sending set 1 and the cryptograph key 
table 23 which has the same contentsand the data decryption-ized part 24 which 
decrypts the separated encryption data with the encryption key ks specified by 
encryption key number N(ks)'. 

[0006]The sending set 1 and the receiving set 2 have the same cryptograph key 
tables 1 2 and 23 that have two or more encryption keysTo the receiving set 2only 
the encryption key number corresponding to the encryption key used for the data 
encryption to transmit is transmittedand it is decodedand he acquires an 
encryption key numberand is trying to decode in a receiver the data which took 
out the same encryption key as the transmitting side from this encryption key 
numberand was enciphered. According to this compositionsince an encryption key 
number can be changed at any time and the encryption key itself is not 
transmittedthe high transmission line of privacy is secured. 
[0007] Drawing 17 is a figure showing the data image on the transmission line of 
the conventional encryption communication system. According to this figurethe 
data on the transmission line 3 sent out from the sending set 1 comprises D 



enciphered by the data encryption part Hand encryption key number N (l<s) which 
it was outputted from the encryption key number sending part 1 4and was 
multiplexed by the multiplexing part 15 and frame alignment signal F. The 
encryption key number N (ks) may usually always send for every constant period 
or every frame only at the time of a data-communications startalthough it is made 
to be sent only at the time of the change. 
[0008] 

[Problem(s) to be Solved by the Invention]Howeverin the conventional encryption 
communication system with two or more encryption keys. Since he is trying to 
send the information on an encryption key number from a sending set to a 
receiving setFor examplewhen one information about the encryption key number 
has been mistaken by chance among the data sent out at the time of an 
encryption key changed numberin order to decode with the encryption key 
corresponding to the encryption key number notified previouslyeven all other data 
is mistaken and right decoding becomes impossible. And all the received data 
becomes unusual until an encryption key number is notified correctly in such a 
case. 

[0009]If it is detected that encryption keys differ if it is a both directions type 
communications systemcan also require resending of an encryption key numberbut. 
All received data become unusual until an encryption key number is notified 
correctlysince request sending is impossible in the case of uni-directional formal 
** systemssuch as broadcast. 

[0010]This invention is made in view of such a pointand is a thing. 
In a case so that the purpose may be used and an encryption key number may be 
transmitted only at an interval like [ at the time of encryption key change ]even if 
an encryption key number is notified accidentallyit is providing the encryption 
communication system corrected for a right encryption key number. 

[001 1]Even If It does not send the encryption key number Itselfthls invention finds 
out the same encryption key number as the transmitting side by a receiverand an 
object of this invention is to provide the encryption communication system which 
follows in footsteps of it and is corrected for the same encryption key number as 
the transmitting side also when there is change to an encryption key. 
[0012]Furthermoreall the data in which this invention was transmitted aims at 
providing an encryption communication system receivable without an error. 
[0013] 

[Means for Solving the Problem] Drawing 1 Is a llnebiock diagram showing a 
principle of this invention which attains the above-mentioned purpose. The 
incidental data addition means 1 01 which adds incidental data to Input data which 
should encipher the sending set 100 in this figurelt has two or more encryption 
keys used changingand comprises the encoding means 1 02 which enciphers to 
Input data and Incidental data which are outputted from the Incidental data 
addition means 101. The decoding means 201 whichon the other handdecodes 
encryption data in which the receiving set 200 was received via a transmission 



linelt comprises the incidental data detection means 202 to detect incidental data 
added to input dataand the encryption key Judging means 203 it is directed to the 
decoding means 201 that change an encryption key used for decryption according 
to an error rate of detected incidental data. 
[0014] 

[FunGtion]According to the above-mentioned meansin the sending set 1 0Oafter 
adding the incidental data which can be identified when an error is generated in a 
transmission line to the input data which should be encipheredthese data is 
enciphered by the encoding means 102. The encoding means 102 is provided with 
the table with two or more encryption keys. 

The encryption key used for encryption if needed is changed at any time. 
In the receiving set 200received data are decrypted by the decoding means 
201 and incidental data is further detected from the decrypted data by the 
incidental data detection means 202. If the encryption key judging means 203 
calculates the error rate of the detected incidental data firstit judges with it being 
the error produced in the transmission line when there are few the error ratesand 
an error rate exceeds a predetermined valuelt directs to use the encryption key 
which Judges with having mistaken the encryption key currently used by the 
decoding means 201 and is different to the decoding means 201. 
[0015] 

[Example] Firstthe outline of the example of this invention is explained. Drawing 1 
is a lineblock diagram showing the principle of this invention. According to the 
encryption communication system of this inventionthe sending set 1 0OThe 
incidental data addition means 101 which adds incidental data to the input data 
which should be encipheredComprise the encoding means 102 which enciphers to 
the input data and incidental data which are outputted from the incidental data 
addition means 101 and the receiving set 200The decoding means 201 which 
decodes the encryption data received via the transmission linelt comprises the 
incidental data detection means 202 to detect the incidental data added to input 
dataand the encryption key judging means 203 it is directed to the decoding 
means 201 that change the encryption key used for decryption according to the 
error rate of the detected incidental data. 

[0016]Firstin the sending set lOOafter adding the incidental data which can be 
identified when an error is generated in a transmission line to the input data which 
should be encipheredthese data is enciphered by the encoding means 102. The 
encoding means 1 02 is provided with the table with two or more encryption keys. 
The encryption key used for encryption if needed is changed at any time. 
In the receiving set 200received data are decrypted by the decoding means 
201 and incidental data is further detected from the decrypted data by the 
incidental data detection means 202. If the encryption key Judging means 203 
calculates the error rate of the detected incidental data firstit judges with it being 
the error produced in the transmission line when there are few the error ratesand 
an error rate exceeds a predetermined valuelt directs to use the encryption key 
which Judges with having mistaken the encryption key currently used by the 



decoding means 201 and is different to the decoding means 201. By thisin the 
receiving set sideselection use of the right encryption key will always be carried 
out. 

[001 7] Drawing 2 is a lineblock diagram showing the 1 st example of the encryption 
communication system of this invention. In this figurethe encryption 
communication system of this invention comprises the sending set lOOthe 
receiving set 200and the transmission line 300 made into the communication line 
between these. 

[0018]The sending set 100 has the error detecting code-ized part 110 which 
codes and adds an error detecting code to this input data in response to input 
data. This error detecting code-ized part 1 10 is equivalent to the incidental data 
addition means 101 of a principle figure shown in drawing 1 and as an error 
detecting codeFor exampleerror detection correction codessuch as parity check 
numeralsBCH (Bose-Chaudhuri-Hocquenghem) numeralsand a convolutional 
codeare used. The data encryption part 1 1 1 as which the sending set 1 00 
enciphers input data with the encryption key ks furtherThe cryptograph key table 
1 1 2 changed into the encryption key ks from specified number N (ks)The 
encryption key number set part 113 which chooses whether the encryption key ks 
of cryptograph key table 1 12 throat is used in order to encipher input data by the 
number N (ks)The encryption key number sending part 1 1 4 for notifying the 
encryption key number N (ks) selected by the encryption key number set part 1 1 3 
to the receiving set 200It has the enciphered data and the multiplexing part 1 1 5 
which multiplexes the encryption key number N (ks)and these composition is 
equivalent to the encoding means 102 of a principle figure shown in drawing 1 . 
[0019]The separation part 210 which the receiving set 200 inputs the encryption 
data transmitted via the transmission line SOOand is divided into encryption data 
and an encryption key numberit has the data decryption-ized part 213 decrypted 
with the encryption key number receive section 21 1 which receives the separated 
encryption key numberthe cryptograph key table 1 12 of the sending set 100 and 
the cryptograph key table 212 which has the same contentsand the encryption key 
ks which had the separated encryption data specified. These composition is 
equivalent to the decoding means 201 of a principle figure shown in drawing 1 . The 
error detection part 214 which detects which bit the receiving set 200 detected 
the error detecting code further out of the data decoded in the data decryption- 
ized part 213and has mistaken itAccording to the number of the errors detected in 
fixed time by this error detection part 214i.e.an error rateit has the encryption key 
judgment part 215 which makes the encryption key currently used for decoding 
change. The error detection part 214 Is equivalent to the incidental data detection 
means 202 of drawing l and the encryption key judgment part 215 is equivalent to 
the encryption key judging means 203. 

[0020]Thustwo or more encryption keys are beforehand prepared for the sending 
set 1 00 and the receiving set 200an encryption key number is given to them to 
each encryption keyand it is putting into the cryptograph key tables 112 and 212 
which are those conversion tables. In changing an encryption keyit chooses the 



one encryption key ks by the encryption key number N (ks) by the encryption key 
number set part 1 13 of the sending set 100 from the encryption keys currently 
prepared beforehand. The selected encryption key number N (ks) is changed into 
the encryption key number ks with the cryptograph key table 1 12and it is notified 
to a receiver via the encryption key number sending part 1 1 4 and the multiplexing 
part 1 1 5 while being used in the data encryption part 11 1 . To input dataan error 
detecting code is added in the error detecting code-ized part 1 lOand it is 
enciphered in the data encryption part 111. 

[0021]In the receiving set 200by the separation part 210the multiplexed encryption 
key number is separated and it is received in the encryption key number receive 
section 21 1. Since the received encryption key number may be mistaken in the 
transmission line 300N(ks)' has shown it. Noting that encryption key number N(ks)' 
first received in the encryption key judgment part 215 is right encryption key 
number N (ks)The encryption key ks which the cryptograph key table 212 is 
referred by that encryption key number N (ks)and corresponds is chosenand 
decoding by this encryption key ks is performed in the data decryption-ized part 
213. In the error detection part 214it is detected whether the error detecting 
code-ized data decrypted in the data decryption-ized part 213 using the error 
detecting code has an error. If an error is detectedthe error detection part 214 will 
output error detection information ERR. In the encryption key judgment part 
215error detection information ERR from the error detection part 214 is receivedit 
judges whether it is what was produced when the encryption key had mistaken 
whether it is what the information produced accidentally in the transmission line 
300and when [ which an error rate is high and the encryption key has mistaken ] it 
seems that it isan encryption key number is changed and decryption is tried using 
the encryption key corresponding to the encryption key number. Change of this 
encryption key number is repeated until it becomes whether the error in the error 
detection part 214 is lostand below the error rate defined beforehand. 
[0022] Drawing 3 is a lineblock diagram showing an example of an encryption key 
judgment part. The error rate calculation part 2151 in which the encryption key 
judgment part 215 receives error detection information ERR from the error 
detection part 214 in this figureWhen encryption key number N(ks)' which received 
in the error rate set part 21 52the judgment part 2153and the encryption key 
number receive section 21 1 is receivedit comprises the key number switching part 
2154 which holds this and is given to the cryptograph key table 212 as encryption 
key number N (ks). 

[0023]The error rate calculation part 2151 calculates an error rate in response to 
error detection information ERR from the error detection part 214. The judgment 
part 2153 compares the error rate calculated by the error rate calculation part 
2151 with the error rate set up by the error rate set part 2152When an error rate 
is lowit judges with the transmission error having occurred on the transmission line 
300and if higher than the error rate to which the error rate was setit will judge 
with the encryption key currently used in the data decryption-ized part 21 3 being 
wrong. When judged with the encryption key being wrongthe key number switching 



part 2154 changes the encryption key number corresponding to encryption key 
number N(ks)' which received In the encryption key number receive section 21 1 to 
another encryption key number. For examplesupposing it is outputting encryption 
key number N(ks) =1 in response to the input of encryption key number 
N(ks)'encryption key number N(ks) =2 will be outputted. This change is performed 
one by one within the limits of the encryption key number corresponding to two or 
more encryption keys prepared beforehandand it is repeated until an error rate 
reaches below the value set up by the error rate set part 2152. 
[0024] Drawing 4 is a figure showing the data image on the transmission line of the 
encryption communication system of the 1 st example. According to this figurein 
the error detecting code-ized part 1 1 0the check bit CHK is added to the data D 
inputted into the sending set 1 0Othe data sent out to the transmission line 300 is 
error-detecting-code-izedand this coded data is enciphered. Frame alignment 
signal F is added to this enciphered data. When an encryption key number is 
changed by the encryption key number set part 113 of the sending set lOOthe 
encryption key number N (ks) by which the setting variation was carried out is 
inserted and sent to the head of the data D like a graphic display. 
[0025] Drawing 5 Is a lineblock diagram showing the 2nd example of the encryption 
communication system of this invention. The point which is using unique word is 
different instead of this example using an error detecting code as compared with 
the 1 st example. 

[0026]That isthe sending set 100 has the unique word adjunct 120 which adds 
unique word to this input data in response to input data. Generallyother data is 
data which has a bit row of the impossible specific pattern which consists of the 
existing number of bits [ like ] which was decided to other data with a large 
differenceand moreovereven if 1 bit has mistaken unique wordlf the whole is seenit 
will be the word which has a value which can imagine that it is unique word. 
[0027]The sending set 100 of everything but the unique word adjunct 120 is the 
same as that of the composition of the 1 st exampleand has the data encryption 
part 1 1 1the cryptograph key table 1 12the encryption key number set part 1 13the 
encryption key number sending part 1 Hand the multiplexing part 115. 
[0028]On the other hand with the receiving set 200the separation part 210 and 
the encryption key number receive section 21 1 The cryptograph key table 1 12 of 
the sending set lOOthe cryptograph key table 212 of the same contentsand the 
data decryption-ized part 213 are the same as the composition of the 1st 
exampleand this is equipped with the unique-word-detection part 224 and the 
encryption key judgment part 225. 

[0029]In this examplethe coding for error detection is not performed to the whole 
input dataHe enciphers and sends what only added unique word to input data at 
the transmitting sideand is trying to judge the encryption key currently used to be 
the right by the unique word being correctly detected from the decrypted data in a 
receiver. Detection of unique word is performed in the unique-word-detection part 
224 of the receiving set 200and when unique word is detectedthe unique-word- 
detection information DED is outputted. When unique word is not detected 



correctlythe unique-word-detection information DED turns into information 
showing unique word un-detecting. In the encryption key judgment part 225the 
ratei.e.the non-detection ratio which is unique wordthat unique word is 
undetectable is calculated in response to the unique-word-detection information 
DED. If the non-detection ratio of unique word increasesthe cause will be judged 
to be what is not an error of the transmission line 300 and is depended on a 
difference of an encryption keyand will be made to change an encryption key 
number. 

[0030] Drawing 6 is a figure showing the data image on the transmission line of the 
encryption communication system of the 2nd example. According to this figurethe 
unique word UW is simply added at the head of the data D by which the data sent 
out to the transmission line 300 was inputted into the sending set 1 00 by the 
unique word adjunct 120and this added data is enciphered. Frame alignment signal 
F is added to this enciphered data. When an encryption key number is changed by 
the encryption key number set part 113 of the sending set lOOthe changed 
encryption key number N (ks) of the enciphered data is inserted and sent to a 
head like a graphic display. 

[0031] Drawing 7 is a lineblock diagram showing the 3rd example of the encryption 
communication system of this invention. The point which does not send out to a 
receiver the encryption key number as which this example was chosen by the 
encryption key number set part 1 1 3 as compared with the 1 st example is different. 
[0032]Namelythe error detecting code-ized part 110 which the sending set 100 
codes an error detecting code to this input data in response to input dataand is 
addedThe data encryption part 1 1 1 which enciphers input data with the encryption 
key ksin order to encipher input data as the cryptograph key table 1 1 2 changed 
into the encryption key ks fi-om specified number N (ks)whether the encryption 
key ks of cryptograph key table 112 throat is used consists of only the encryption 
key number set parts 113 chosen by the number N (ks). Herethe portion which 
comprises the data encryption part 1 1 1the cryptograph key table 1 12and the 
encryption key number set part 1 1 3 is equivalent to the encoding means 1 02 of a 
principle figure shown in drawing 1 . 

[0033]The cryptograph key table 212 which has the contents as the cryptograph 
key table 1 1 2 of the sending set 1 00 with the same receiving set 200It has the 
data decryption-ized part 213 which decrypts the encryption data transmitted via 
the transmission line 300 with the encryption key ksand these are equivalent to 
the decoding means 201 of a principle figure shown in drawing 1 . The error 
detection part 214 which detects which bit the receiving set 200 detected the 
error detecting code further out of the data decoded in the data decryption-ized 
part 213and has mistaken itAccording to the number of the errors detected in 
fixed time by this error detection part 214it has the encryption key judgment part 
235 which makes the encryption key currently used for decoding change. The 
error detection part 214 is equivalent to the incidental data detection means 202 
of drawing 1 and the encryption key judgment part 235 is equivalent to the 
encryption key judging means 203. 



[0034]According to this examplethe receiving set 200 detects the error of data 
and an error rate is calculated by the encryption key judgment part 235 from 
detected error detection information ERRThe encryption key currently used for 
decryption when it is below the value to which the error rate was set is made to 
consider it as the encryption key currently used with the sending set 1 00. On the 
contrarywhen the value to which the error rate was set is exceededit is 
recognized as the encryption key being changed and an encryption key is changed. 
A change of this encryption key number is repeatedly made until it becomes 
whether the error in the error detection part 214 is lostand below the error rate 
set up beforehand. Thusan encryption key number is changed one by oneand if an 
error rate becomes lower than a preset valueit will Judge with the encryption key 
equivalent to the encryption key number being an encryption key used in the data 
encryption part 1 1 1 of the sending set 100. 

[0035] Drawing 8 is a figure showing the data image on the transmission line of the 
encryption communication system of the 3rd example. According to this figurein 
the error detecting code-ized part 1 lOthe check bit CHK is added to the data D 
inputted into the sending set lOOthe data sent out to the transmission line 300 is 
error-detecting-code-izedand this coded data is enciphered further. Frame 
alignment signal F is added to this enciphered data. Even if an encryption key 
number is changed by the encryption key number set part 1 1 3 of the sending set 
1 0Othe changed encryption key is not sent out to a receiver. 
[0036] Drawing 9 is a lineblock diagram showing the 4th example of the encryption 
communication system of this invention. The point which is using unique word is 
different instead of this example using an error detecting code as compared with 
the 3rd example. 

[0037]That isthe sending set 100 has the unique word adjunct 120 which adds 
unique word to this input data in response to input data. 

Except thisit is the same as the composition of the 3rd exampleand has the data 
encryption part 1 1 1the cryptograph key table 1 12and the encryption key number 
set part 113. 

[0038]On the other handin the receiving set 200the cryptograph key table 1 12 of 
the sending set lOOthe cryptograph key table 212 which has the same 
contentsand the data decryption-ized part 213 are the same as the composition of 
the 3rd exampleand this is equipped with the unique-word-detection part 224 and 
the encryption key judgment part 245. 

[0039]According to this examplein the unique-word-detection part 224 of the 
receiving set 200if unique word is not detectedit is recognized as the encryption 
key in the data decryption-ized part 213 being wrongan encryption key is 
changedand the encryption key with which unique word is detected is searched. If 
unique word is detectedit will be judged with the encryption key being a right 
encryption keyand data decryption-ization by the encryption key will be performed. 
[0040] Drawing 10 is a figure showing the data image on the transmission line of 
the encryption communication system of the 4th example. According to this 



figurethe unique word UW is added to the head of the data D by which the data 
sent out to the transmission line 300 was inputted into the sending set ICQ by the 
unique word adjunct 120and this added data is enciphered. Frame alignment signal 
F is added to this enciphered data. Also when an encryption key number is 

changedthere is no information on an encryption key number in the data sent out 
from the sending set 100. 

[0041] Drawing 1 1 is a lineblock diagram showing the 5th example of the encryption 
communication system of this invention. This example Is shown as another 
example of composition of the receiving set of the example of drawing 7 . The 
composition 212 of the example of drawing 7i.e.a cryptograph key tablethe 
receiving set 200The receive buffer part 250 which is accumulated in response to 
the received data from the transmission line 300 In addition to the composition 
which consists of the data decryption-ized part 213the error detection part 
214and the encryption key judgment part 235It has the output buffer section 251 
which stores the data decoded by the data decryption-ized part 213the buffer 
control part 252 which controls these receive buffer part 250 and the output 
buffer section 251 and the output interface part 253. For calculation of an error 
ratethe receive buffer part 250 can store encryption data continuously over a 
multiple frameand has the capacity for the data volume received while all changing 
an encryption key at least moreover and checking the error. 
[0042]Herean operation when the encryption key is correct Is explained. Received 
data are accumulated In the receive buffer part 250 at first. Subsequentlythe 
buffer control part 252 directs to transmit the data stored to the receive buffer 
part 250 to the data decryption-ized part 213. Decryption according [ the 
transmitted data / on the data decryption-ized part 213 and ] to the encryption 
key ks is performed. While the decoded data is stored in the output buffer section 
251 error detection of data is performed by the error detection part 214. Since an 
error is hardly contained in the decoded data if the encryption key suits the 
transmitting sidethere is little error detection Information ERR detected by the 
error detection part 214and a low error rate Is calculated In the encryption key 
judgment part 235. At this timethe encryption key judgment part 235 judges an 
encryption key to be the rightand notifies that decision result A (ks) to the buffer 
control part 252. If an encryption key receives the decision result A (ks) of the 
rightthe buffer control part 252An output enabling signal is sent to the output 
buffer section 251 and while sending out the data stored in the output buffer 
section 251 to the output interface part 253the deletion signal which deletes data 
applicable to the receive buffer part 250 is given. 

[0043]Nextan operation when encryption keys differ is explained. The buffer 
control device 252 directs to transmit received data to the data decryption-ized 
part 213 to the receive buffer part 250 first. Since the encryption key has made a 
mistake in the data decoded in the data decryption-ized part 213many errors are 
contained. 

Where an error is containedit is accumulated in the output buffer section 251. 
In the error detection part 214an error is detected and error detection information 



ERR is sent out to the encryption key judgment part 235. It judges with the 
encryption key judgment part 235 having recognized the high error rateand the 
encryption key having mistaken It. The encryption key judgment part 235 notifies 
the decision result A (ks) that the encryption key is mistaken to the buffer control 
part 252 while notifying a different encryption key number from the encryption key 
number used to the cryptograph key table 212 now. The cryptograph key table 212 
sets the encryption key ks corresponding to the notified new encryption key 
number N (ks) as the data decryption-ized part 213. The buffer control part 252 
requires the re transfer to the data decryption-ized part 213 of the data in which 
decryption was tried last time to the receive buffer part 250. 
[0044]The data decryption-ized part 21 3 performs decoding by a new encryption 
key to the data by which re transfer was carried outand is passed to the output 
buffer section 251. In the output buffer section 251 it deletes beforehanddriving out 
the data stored previouslyor the data decoded this time is stored. If the error is 
not contained in this decoded datathe newly set-up encryption key judges that it 
is a right encryption keyand the buffer control part 252While sending out 
accumulation data to the output interface part 253 to the output buffer section 
251 data applicable to the receive buffer part 250 is deleted. When the decryption 
which uses this encryption key also has a high error rate of datait continues 
change of an encryption key until it changes an encryption key and an encryption 
key is again judged to be the right. 

[0045]Since decryption can be repeatedly tried about the data stored until a right 
encryption key is detected if according to this composition received data are 
accumulated once and decryption by a right encryption key cannot be 
performedThe transmitted data can be received correctly altogetherwithout being 
missing on the way. 

[0046]The example which adds this receive buffer part 250the output buffer 
section 251 the buffer control part 252and the output interface part 253It is 
applicable also like the receiving set of the example of not the thing limited to 
application to the receiving set of the example of drawing 7 but drawing 2drawing 
5and drawing 9 . 

[0047] Drawing 12 is a figure showing the example of composition which applied the 
encryption communication system of this invention to digital image broadcast. The 
picture reproducer 510 in which the transmitting station 500 reproduces the 
analog video signal of a videotape recorder etc. in this figurelt is constituted by 
the digital image compression equipment 520 which digitizes and compresses an 
analog video signalthe transmitting side cryptogram decoders 530the encryption 
key selecting arrangement 54Qthe modulator 550and the radio transmitter 560. 
The encryption key selecting arrangement 540 constitutes a part of encryption 
key number set part contained in the transmitting side cryptogram decoders 530it 
separates only the selection operation part from the transmitting side cryptogram 
decoders 530 so that easily [ the operation at the time of an encryption key 
changed number ]for exampleit is installed near the picture reproducer 510. And 
the output of the radio transmitter 560 is connected to the transmission antenna 



610. 

[0048]The receiving station 700 is constituted by tlie tuner 710 wliich undergoes 
the output of tlie receiving antenna 620the receiver cryptogram decoders 720the 
digital image extending apparatus 730 which elongates the compressed digital 
video data and is changed into an analog video signaland the display 740 for image 
display. 

[0049]Herethe transmitting side cryptogram decoders 530 are cryptogram 
decoders of the type which performs error detecting code-ization to a digital video 
dataand does not notify an encryption key number to a receiverand an operation 
of this digital image broadcasting system when an encryption key is changed by 
the encryption key selecting arrangement 540 is explained. 
[0050]In the transmitting station 500the transmitting side cryptogram decoders 
530 which received the encryption key changing instruction from the encryption 
key selecting arrangement 540 read the directed encryption key from a 
cryptograph key tableand set it to a data encryption part. The analog signal 
outputted from the picture reproducer 510 is changed into digital data with the 
digital image compression equipment 520and is inputted into the transmitting side 
cryptogram decoders 530. In the transmitting side cryptogram decoders 530error 
detecting code-ization of input data is performed and it enciphers with the set 
encryption key. The enciphered data is changed into a radio output signal with the 
modulator 550 and the radio transmitter 560and is sent out from the transmission 
antenna 610. 

[0051 ]In the receiving station 700with the tuner 710it changes and gets over and 
the signal received with the receiving antenna 620 is inputted into the receiver 
cryptogram decoders 720. In the receiver cryptogram decoders 720it decodes by 
the data decoding section to which the encryption key before changing the 
inputted data was set. 
Thenerror detection is performed. 

Since the data decoding section is using different encryption keys from the 
encryption key which enciphered at the transmitting side in the case of data 
decryptionthe error of data is detected in an error detection part. If the error 
detected here exceeds a fixed error rateit judges that an encryption key is unusual 
and the encryption key currently prepared beforehand is set to the data decoding 
section in order. If an error rate becomes below in constant valueit can be judged 
that it is an encryption key after the encryption key at that time changingand it 
can decode correctly with the encryption key after the change after this. It is 
elongated with the digital image extending apparatus 730and the decoded data is 
changed into an analog video signaland is eventually displayed on the display 740 
for image display. 

[0052] Drawing 13 is a figure showing the data image in each part of a digital image 
broadcasting system. In a figurethe analog video signal has imagined the signal 
outputted from the picture reproducer 510 of the transmitting station 500. A 
digital compression video data is image data digitized and compressed by the 
digital image compression equipment 520. 



Frame alignment signal F is inserted in the head of each image data. 
Encryption data is an output signal of the transmitting side cryptogram decoders 
530. 

Each image data is enciphered with the check bit CHK of the error detecting code. 
The following radio wave shows the signal until it emanates in the air and is 
received by the receiving antenna 620 from the transmission antenna 610. 
Received data are demodulated data in the output of the tuner 710and if there is 
no error in a transmission line in the airthey will serve as the same signal as 
encryption data. The digital compression video data under it is the signal by which 
data decryption was carried out with the receiver cryptogram decoders 720. 
It is a digital signal in the state where image data was compressed. 
The compressed image data is returned with the digital image extending apparatus 
730and the analog video signal shows the signal which is further changed into an 
analog signal and is inputted into the display 740 for image display. 
[0053] Drawing 14 is a figure showing the example of composition of the 
transmitting side cryptogram decoders of a digital image broadcasting system. The 
encryption key number set part 531 to which encryption key changing instruction 
is inputted into the transmitting side cryptogram decoders 530 from the 
encryption key selecting arrangement 540 in this figureThe ROM-ized cryptograph 
key table 532 which two or more encryption keys are made to correspond with an 
encryption key numberand has been storedThe error detecting code-ized part 533 
which adds a parity code to the send data fi-om the digital image compression 
equipment 520It comprises the data encryption part 534 which enciphers for 
examplesets to DES coding LSI the send data to which the parity code was added 
by the encryption key corresponding to the encryption key number set up by the 
encryption key number set part 531. The encryption key number set part 531 
comprises the external interface circuit 531 1 and the encryption key latch 
circuitry 5312 further. 

[0054]When encryption key changing instruction goes into the encryption key set 
part 531 of the transmitting side cryptogram decoders 530 from the encryption 
key selecting arrangement 540the directions are inputted into the encryption key 
latch circuitry 5312 via the external interface circuit 531 1 of the encryption key 
number set part 531 and are latched here. By thisan encryption key will be set as 
the transmitting side cryptogram decoders 530. An encryption key is selected out 
of the latched encryption key number using the cryptograph key table 532. 
Nextwhat was error-detecting-code-ized to send data in the error detecting 
code-ized part 533 is put into the data coding part 534and it enciphers using the 
selected encryption key. The enciphered data serves as a transmission signal to 
the modulator 550. 

[0055] Drawing 15 is a figure showing the example of composition of the receiver 
cryptogram decoders of a digital image broadcasting system. The data decryption- 
ized part 721 which the receiver cryptogram decoders 720 receive the input signal 
fr-om the tuner 710for exampleis set to DES decryption LSI in this figurelt 
comprises the error detection part 722 which constitutes a parity check circuitthe 



encryption key judgment part 723and the encryption l<ey l^ey table 532 of the 
transmitting side cryptogram decoders 530 and the ROM-ized same encryption 
key key table 724. The error number counter circuit 7231 which counts an error 
number in response to the error information from the error detection part 722 as 
the encryption key judgment part 723For exampleit comprises the time [ to 
calculate an error rate from the error number per minute ] protection circuit 
7232and the key number counter circuit 7233 which changes an encryption key 
number one by one according to the calculated error rate. 
[0056]The data decryption-ized part 721 which received the input signal is 
decoded with the encryption key given from the cryptograph key table 724. If that 
encryption key is correct at this timean input sijgnal will be decoded correctlyand it 
will be changed into invalid data if the encryption key is different. The decrypted 
data receives a parity check by the error detection part 722and the image data 
except a check bit is sent out to the digital image extending apparatus 730 as 
received data. If an error is detected by a parity checkthe error detection part 722 
will send out error information to the encryption key judgment part 723. This error 
information is counted in the error number counter circuit 7231 and an error rate is 
calculated in the time protection circuit 7232. If this error rate becomes beyond a 
predetermined valueevery one counter value of a key number counter circuit will 
be made to increaseand an encryption key number will be changed one by one. 
Thereforeto the following input signalit will decrypt with the encryption key 
corresponding to this changed encryption key number. 
[0057] 

[Effect of the Invention]a certain incidental data being added to the data which 
should be enciphered in the transmitting side by this invention as having explained 
aboveand the incidental data being detected from data after decoding in a 
receiverandlf the incidental data could not detect normallyit constituted so that 
the encryption key of the receiver might be changed one by one. For this 
reasonalso when the encryption key to be used is changed and the number of the 
encryption key used from the transmitting side is not able to notify to a receiver 
normallyit can recover only by a receiver. 

[0058] Since an encryption key can be changed by a receiver even if it does not 
transmit the number of an encryption key to a receiver positivelythe reliability and 
secrecy intensity of an encryption data communication system can be 
strengthened. 

[0059]Only when a buffer means is used and normal decoding by a right encryption 
key is performedthe transmitted data can be altogether received correctly without 
lack by outputting decoding data. 
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[Brief Description of the Drawings] 

[Drawing 1] It is a lineblock diagram showing the principle of this invention. 



[Drawing 2] It is a lineblock diagram showing the 1st example of the encryption 
communication system of this invention. 

[Drawing 3] It is a lineblock diagram showing an example of an encryption key 
Judgment part. 

[Drawing 4] It is a figure showing the data image on the transmission line of the 
encryption communication system of the 1 st example. 

[Drawing 5] It is a lineblock diagram showing the 2nd example of the encryption 
communication system of this invention. 

[Drawing 6] It is a figure showing the data image on the transmission line of the 
encryption communication system of the 2nd example. 
[Drawing 7] It is a lineblock diagram showing the 3rd example of the encryption 
communication system of this invention. 

[Drawing 8] It is a figure showing the data image on the transmission line of the 
encryption communication system of the 3rd example. 

[Drawing 9] It is a lineblock diagram showing the 4th example of the encryption 
communication system of this invention. 

[Drawing 1 0] lt is a figure showing the data image on the transmission line of the 
encryption communication system of the 4th example. 

[Drawing 11] It is a lineblock diagram showing the 5th example of the encryption 
communication system of this invention. 

[Drawing 12] It is a figure showing the example of composition which applied the 
encryption communication system of this invention to digital image broadcast. 
[Drawing 13] It is a figure showing the data image in each part of a digital image 
broadcasting system. 

[Drawing 14] It is a figure showing the example of composition of the transmitting 

side cryptogram decoders of a digital image broadcasting system. 

[Drawing 15] It is a figure showing the example of composition of the receiver 

cryptogram decoders of a digital image broadcasting system. 

[Drawing 1 6] It is a figure showing the composition of the conventional encryption 

communication system. 

[Drawing 1 7] It is a figure showing the data image on the transmission line of the 
conventional encryption communication system. 
[Description of Notations] 

100 Sending set 

101 Incidental data addition means 

102 Encoding means 

1 1 0 Error detecting code-ized part 
1 20 Unique word adjunct 

200 Receiving set 

201 Decoding means 

202 Incidental data detection means 

203 Encryption key Judging means 

214 Error detection part 

215 Encryption key Judgment part 



224 Unique-word-detection part 

225 Encryption key judgment part 



